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I N F O R M A T I O N  T E C H N O L O G Y  A N D  C O M M U N I C A T I O N S  S E R V I C E S  
     In late July of 2014, ITACS Director of Research Computing Dr. 
Jeff Haferman submitted a proposal to the DoD High Performance 
Modernization Program Office asking for funding for a new type of 
SuperComputer, one that would excel in an area commonly re-
ferred to as "Big Data". 
     Last month, Dr. Haferman and his collaborators, Professors Ron 
Fricker and Sam Buttrey of Operations Research and Mathias 
Kolsch and Michael McCarrin of Computer Science, were notified 
that NPS would be receiving an award of nearly $1M to procure the requested hardware. 
     The new equipment will compliment the NPS SuperComputer Hamming. While Hamming is 
excellent at solving problems which require tremendous amounts of CPU ("number-crunching" 
problems such as weather forecasting), it is not well-suited for solving "Big Data" problems. 
These are problems that require sifting through huge amounts of data to find particular subsets 
of data, very much like web searches that allow internet users to find the best prices for airline 
tickets, or to "find lost friends" on social media.  
     This type of computing is important to the DoD because the huge volumes and variety of data 
that need to be dealt with on a daily basis is far greater than human analysts with traditional 
computers can possibly deal with. 
     The system will be procured by the end of FY15, and hopefully will arrive onsite by the end of 
the calendar year. It will be installed and tested in early 2016, and be used for some specific real-
time "big-data" applications initially. Thereafter it will be available for more widespread usage 
campus wide. 
     Any questions call Dr. Jeff Haferman at 831-656-3076 or email at jhaferm@nps.edu . 
New Students Guide for IT Services - March 2015  
What Services are Available: 
The ITACS (Information Technology and Communications Services) name reflects the incorpora-
tion of all communication services, telephone support, and network support into the core com-
puting functions that have been provided by the Naval Postgraduate School since 1953. This is a 
“quick start” guide to computing at the Naval Postgraduate School, containing a summary of the 
services available. 
All requests for IT-related service — whether for problem resolution, new computer equipment, 
application or web services, network questions, firewall requests, or project-related needs — 
begin with the Technology Assistance Center (TAC). 
Contact the TAC: 





*The TAC is closed Fridays from 1315-1445 for mandatory training. 
Staff Members are prepared to handle questions dealing with NPS IT facilities and services. If 
they cannot provide a direct answer, they will forward your query to an NPS individual who spe-
cializes in that area. 
IT Services 
Contact the TAC: 





 Technology Assistance Center (TAC) 
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   TAC (aka IT Help Desk) assists NPS’ students, faculty and staff with their IT needs.   We are located in Ingersoll Hall (Bldg. 330) 
Room 151.  Our normal hours of operation are Mon—Thurs 0800—1600 Fri 0800-1315 and 1445-1600.  We can be reached by 
calling (831-656-1046),   e-mailing (tac@nps.edu), or walk-in.  Our Wiki page (wiki.nps.edu/TAC) has instructions and links that can 
be very helpful in assisting with your needs.   Below are the statistical comparisons for TAC customer assistance numbers in FY15 
vs FY14: 
February Stats: 
FY15 =  3,481  vs.  FY14 =  3,091   +13% 
Customer Assistance Type—TAC: 
 Phone: calls made to the TAC 
 Email:  emails sent to the TAC for assistance 
 Tech: technician dispatched to user office 
 Walk-in: customer assistance in the TAC 
Feb-15 
To review your 
annual training 
requirements, 
please visit NPS’ 
Online Training 
and Certification 








Cybersecurity  - NPS Users Targeted by Phishing Emails 
     NPS users were tar-
geted by a wave of 
phishing emails in Feb-
ruary seeking to cap-
ture their login creden-
tials for NPS re-
sources.   These “IT 
Support” themed emails had subject lines such as 
“Help Desk,” “NPS Server Upgrade System,” 
“nps.edu Email Alert,” “Naval Postgraduate 
School Email Alert,” and “Faculty & Staff Webmail 
notification.” Although the subject lines tended to 
change, the one constant was that these phishing 
emails contained links directing users to non-NPS 
sites that solicited them for their login credentials 
(i.e., user-id and password) for NPS re-
sources.  Later in the month, several NPS users 
were targeted by a Navy Federal Credit Union 
(NFCU) phishing email that attempted to gain 
credentials for their NCFU accounts.  Users should 
be wary of any email that either solicits account 
login information or directs them to a link which 
requests that information.  Users should never 
open, reply, click on links or provide any infor-
mation that is requested in these unsuspected / 
unsolicited emails.  Additionally, these “social 
engineering” attempts may also come in the form 
of phone calls from individuals claiming to be tech 
support, help desk technicians, or other person-
nel soliciting similar account information. 
     The NPS helpdesk will NOT request your 
username and password via e-mail or in any other 
manner.  Additionally, bulk emails sent to the NPS 
user population are sent from the NPS bulk email 
address (bulkmail@nps.edu) and are digitally 
signed to provide for the authenticity of the 
email. If you are ever in doubt as to the validity of 
the email or the individual offering support, con-
tact the TAC at x1046 or tac@nps.edu. Remember 
to send all phishing / suspicious emails to 
abuse@nps.edu as attachments.   For generic 
spam it is advised to simply mark it as spam and 
delete.  For non-NPS related contact, such as fi-
nancial institutions, it is always wise to contact 
your bank via a known good phone number or 
valid web address obtained from a recent state-
ment if you have questions.   
     Remember, it only takes one unwitting user to 
be “duped” by a determined adversary and pro-
vide them a foothold in our networks.  We are 
counting on you to help defend the school’s IT 
resources. 
     Contact the TAC at x1046 or tac@nps.edu  
with any questions or concerns. 
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DoD ID is PII 
     What is DoD ID and why is it considered 
PII? The Department of Defense identifica-
tion number (formerly referred to as the 
Electronic Data Interchange Personal Iden-
tifier (EDIPI)), is a unique 10-digit number 
which is associated with personnel and 
their Common Access Card (CAC). The DoD 
ID is assigned to each person registered in 
the Defense Enrollment and Eligibility Re-
porting System (DEERS). This includes gov-
ernment civilians, active duty military, 
dependents, reservists, retirees and con-
tractors. In time, the DoD ID number will 
replace the SSN in many Department of 
the Navy and DoD business processes.   
     The expanded use of the DoD ID num-
ber has led to questions regarding its sta-
tus as personally identifiable information 
(PII).  The     DoD ID number falls into this 
category because it is a unique personal 
identifier and can be used to retrieve rec-
ords about an individual. The DoD ID num-
ber is now intended to be known by the 
individual to whom it belongs, and is print-
ed on DoD identification cards. It is to be 
used for personal access to systems, on 
forms, in digital signatures and for other 
uses typical of physical and technical iden-
tification processes. 
     The DoD ID number, by itself or with an 
associated name, shall be considered in-
ternal government operations-related PII.  
It is common practice today to use digital 
signatures, which contain an individual's 
DoD ID number, on documents and emails. 
These documents and emails may be 
made public in the authorized release of 
records, thereby exposing the DoD ID 
number. Digital signatures, therefore, 
would not constitute a breach, even if ex-
posed externally. If exposed through a 
breach, and not in association with a DoD 
business process, loss of the DoD ID num-
ber alone should generally be considered a 
low risk breach.  Hence the importance of 
reporting a lost or stolen CAC card.   
Any questions, please contact the PII POC: 
Don Free at dsfree@nps.edu.  
     ITACS has begun delivering highly engaging and targeted con-
tent on our Digital Signage in Ingersoll Hall’s main lobby!   We’ve 
advertised pending events, VIP visits, brown-bag sessions, semi-
nars, live NPS video events, as well as lunch menus, AP News Feed, 
and ITACS Scheduled Maintenance.   
     We’re petitioning you to spread the message to every NPS 
Team that the ITACS Digital Signage Team is prepared to ensure 
your Departmental communications are advertised to NPS stu-
dents, staff, and faculty, and visitors. Help us unleash the real pow-
er of digital signage by displaying essential communications dy-
namically and automatically! 
     If you’d like to become a Digital Signage Team Member to rep-
resent your department, have an idea to communicate, or wish to 
place Digital Signage in another area of NPS, please contact:   
 
Kevin Poma at kvpoma@nps.edu  or  
https://wiki.nps.edu/display/SS/Digital+Signage+Content  
Advertise Your Department’s Message 
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IT Task Force ~ Piecing Together Your IT Needs 
      
 
     The Information Technology Task Force 
(ITTF) provides an open forum for the re-
view of NPS’ Information Technology stra-
tegic decision-making.  The ITTF provides 
guidance and input to the Chief Infor-
mation Officer (CIO) and Director of ITACS 
in the development and annual update of 
the NPS ITACS strategic plan.   
     ITTF meets on a monthly basis.  A 
meeting was held 12 Feb 2015 and the 
main topics discussed were: 
 Enterprise Storage Update  
 Cloud Services Strategy  
 Cybersecurity Update  
 ITACS Outage Communication Plan 
 ITACS Self-Help Wiki  
     Enterprise Storage was upgraded and 
now has a higher storage capacity.     
     ITACS is working closely with the Con-
tracting Office to procure an Enterprise 
Cloud Service.  Market research is being 
conducted to ensure we obtain the cor-
rect service for our campus.  ITACS will 
continue to update the ITTF members on 
the status.   
     The Cybersecurity Update started with 
Anthem systems were breached and over 
80 million records (SSN; Names; Address) 
were compromised.  Please stay vigilant 
with updating your anti-virus and pass-
words and be sure not to use the same 
password on all sites.  NPS was also tar-
geted with Phishing emails.  As a remind-
er, if you think an email is suspicious, for-
ward it to abuse@nps.edu as an attach-
ment and don’t click on any links in the 
email. 
     ITACS Outage Communications Plan is 
being refined due to lessons learned from 
a planned outage which turned into an 
extended unplanned outage.  An “auto” 
call to Management feature has been 
established for unplanned outages.  These 
calls DO NOT reach all of campus, so 
please communicate with  your staff. We 
have procured a texting communications 
program which will send out text to those 
cell phones registered.  This is being test-
ed internally with ITACS before deploying 
to campus.    
     ITACS Self-Help Wiki has all information 
you will need for IT related topics.  This 
page can be accesses at:  
https://wiki.nps.edu/display/TAC/TAC . 
        All meeting agendas, comments/
ideas, links and presentations are posted 
on the Information Technology Task Force 
Wiki page: 
 https://wiki.nps.edu/x/qYCWEQ  
(case sensitive). 
IT Scheduled Maintenance 
 Who:  NPS faculty, staff, and students utilizing the network. 
 What: ITACS coordinates with representatives from the academic, administrative, and technical areas to plan and schedule maintenance 
events that affect services, which may cause  services to be unavailable for up to 5 hours.  
 When: Every Tuesday from 1730-2130.  
 Where: Visit the NPS Intranet Home page for the latest IT maintenance announcements. 
 Unplanned Emergency: Maintenance or special circumstances (power outages or hardware failures, for example) that require downtime 
are announced as necessary.  
  I T A C S  T E C H  N E W S  
*1730 - 2130  Maintenance on System-Wide 
Network and Email 
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